KnacuouKkauma Ha nHpopmaumaTa:
Hueo O, [TLP-WHITE]

PEITYBAVMKA BbATAPUA
3amecmHuk-mMuHucmbp Ha obpazobanuemo u Haykama

3ANOBE ]I

Ha ocnoBanwme un. 131, an. 2, 1. 1 ot 3akoHa 3a npoecHOHAIHOTO 00pa3oBaHue U 00ydYeHue, Ipu
Clia3BaHe M3MCKBAaHUATA HA WI. 66, ann. 1 u 2 0T AJMUHUCTPATHBHONPOLECYaTHHS KOJIEKC, BbB BPb3Ka

C OCUTYpsIBAHETO Ha 00yueHueTo o yuebeH npeamer u 3amoseq Ne PJ] 09-3893/15.08.2022 r. Ha Mu-

HUCTBHPA HAa 00Pa30BAHUETO U HAyKaTa

YTBBPKIABAM

yueOHa nporpama 3a cnenudpuyina mpodecruoHansHa MoArOTOBKA M0 yYeOHUs MpeaMeT MpeKoBa U
HH(pOPMaIlMOHHA CUTYPHOCT — TeOpPHUH, 32 NpodecuoHanHOTO HanpasieHue koa 523 ,,Enexrtpo-
HHMKA, aBTOMATHKA, KOMYHUKAallHOHHA U KOMIIOThPHA TexHuka“, npodecus koa 523050 ,, Tex-
HUK HA KOMIIOTBPHHU cHcTeMu*, cneunanHocT koa 5230502 ,,KoMniOTBLpHU MpeXKH* CHIIIACHO

IMPUITOKCHUCTO.

YuebHara mporpamMa Biin3a B cuiia oT yueoHara 2022/2023 roauna.

X

MAPWA TANAAPOBA

3aM.-MUHUCTBbP Ha 06pa3oBaHMETO K HayKaTa
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I. OBIIO INPEACTABAHE HA YYEBHATA IIPOI'PAMA

VYyebHara nporpaMa 1o y4eOHus MpeaIMeT Mpe:KoBa U HH(POPMALMOHHA CUTYPHOCT — TeOpH,
€ IIpeIHa3HavYeHa 3a crieruantoct koa 5230502 ,, Kommorspuu Mpexu‘ oT mpodecust kox 523050 ,,Tex-
HUK Ha KOMITFOTBPHH CUCTEMHU " OT TPOPECUOHAIHO HamnpaBiieHne ko1 523 , EnexkTpoHnka, aBToOMaTHKa,
KOMYHHKAI[MOHHA U KOMITIOTbPHA TEXHUKA™.

CpabpkaHUETO Ha yU4eOHHUs IPeIMET JaBa Bb3MOXKHOCT 00ydaeMHTe J1a MOy4aT 3HaHH 32 3all-
JaxXuTe 3a CUTYPHOCTTA HA MHpOpManuaTa B HHOOPMAIIMOHHUTE CUCTEMH, METOJUTE U CPE/ICTBATA 32
HECaHKIMOHHUPAH JOCTHII 1O MH(GOpMaLKs, KaKTO ¥ OCHOBHUTE MPUHLMIIK U METOIM, U3MOI3BAaHU 32
3anuraTa u.

OO0yueHHeTO 110 peAMETa Ce U3BBPIIBA B MEXKYIIPEIMETHA BPb3Ka C U3ydaBaHHs B 00111000pa-
30BaTeNHa MOArOTOBKA MPEAMET: HH(OPMAIIMOHHH TEXHOJIOTHH M BbB B3aMMOBpPB3Ka C U3Y4aBAaHUTE 110
crienu(puIHa MOArOTOBKA MPEAMETH: MPEKOBU MPOTOKOIN U TEXHOJIIOTUU U KOMITIOTHPHH apXUTEKTYpHU
u nepudepHu ycTpoicTBa, 03)KUYHU U ONTHUYHU MPEKOBH TEXHOJIOTHH.

[TpodecnonanHuTe KOMIETEHTHOCTH O YYEOHUS NPEAMET ce (OpMUpPAT YPE3 YCBOSIBAHETO HA
3HAHUSA U YMEHUS, CBbP3aHU C YCTOMYMBOCTTA U CUTYPHOCTTA HA MPEKUTE, KAKTO U BUJOBETE aTaku U

3amuTa OT TiAX.

II. IEJHA HA OBYYEHHUETO IIO YYEBHUSA TIPEAMET

OO0yuenuero o yueOHHUs MPeAMET MPeKOBa M HH(POPMALIMOHHA CUTYPHOCT — TeOpHs, UMa 3a
11eJ1 3aI103HaBaHe Ha YYEHUIIUTE C OCHOBHUTE MOHATHUS, CTAHJAPTH ¥ TEXHUKH B 00J1aCTTa HA MpEXKoBaTa
U “H(pOpMaIMOHHA CUTYpHOCT. ToBa 1€ UM HO3BOJIM B ObJele Mpo(heCHOHAIHO Aa pellaBaT 3aJaul,
CBBp3aHU C U300p Ha €PEKTUBHU CPE/ICTBA 3a 3aLIUTa HA KOMIIOTbPHU CUCTEMU U MPEXH U I11€ MOTaT
Jla TY TIpUjIarat Ha MpakTUKa.

3a mocTUraHe Ha OCHOBHATA 111 Ha 00Y4YeHHEeTO MO peMeTa € He0OOXOAMMO YUEHUIUTE Ja yC-

BOSIT 3HAHUA 3!

— CBIIHOCTTa Ha MHPOPMALIMOHHATA CUTYPHOCT;

— IPOEKTUPAHE, U3TPakJaHe U U3IO0I3BaHE METOINUTE U TEXHUUECKUTE CPEACTBA 3a OCUTYPSIBAHE

Ha KOMIIOTbpPHA CUTYPHOCT;

— OCHOBHHTE YS3BUMOCTH U 3aIljIaxy 3a MH(popMmanusaTa B ”HQOPMAIIMOHHUTE CUCTEMU;

— OCHOBHHUTE METOJIU U CPEJICTBA 32 JIOCTHII 10 MHPOPMAIUITA B MpEXKara,

— OCHOBHUTE NPUHIIMIIHN HA HHPOPMAIIMOHHATa O€30MacHOCT;

— OCHOBHHUTE METOJM U CPECTBA 3a 3alllMTa Ha HHPOPMAaLIUATA,

— 3allUTa Ha MpeXara, 3alllUTHA CTE€Ha, 3alllUTeH OOMEeH Ha €JIeKTPOHHU CHOOIIEHUS, 3allUTa Ha

DNS, DDoS/Botnets 3amura, 3ammura Ha Web nmpuioxeHus.
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I11.

YYEBHO CBABPKAHUE

1. Pasnpenesienne Ha y4eOHOTO BpeMe
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OO6mmusAT Opoii yacoBe Mo yueOHHs TpeIMET MpeKoBa H MHGOPMALMOHHA CUTYPHOCT — TeOpHsl,

€ OIIpEACIICH B TUIIOBUTE y‘le6HI/I IJIaHOBE 3a ChOTBETHATa CIICLIMAJIHOCT B cneun(quHaTa npoq)ecno-

HaJIHa IOArOTOBKa.

Bapuantn

Bapuanr I

Bapuant I1

bBpoii yacoBe 1o TUNOB yyeOeH MJIaH

18

29

2. Paznesin, TeMu U ipenopbYHTEIeH 0pPoii yacoBe

YuebHoTO CbABbPIKAaHUC € CTPYKTYPUPAHO B UCTHUPU pa3aciia. 3a Bceku pas3aci ca 3alrcCadu 1Ipe-

IIOPBUUTCIICH 6pOI>'I y‘le6HI/I YacoBe U TEMH. YYEOHHUTE YaCOBE CE pasnpeaciaT 1mo pasgaciii 1 TCMU B

Ha4yaJIOTO Ha BCAKa yqe6Ha roavHa OT y4YHMTCII, B 3aBUCUMOCT OT BB3MOKHOCTUTC WU MHTCPCCUTEC HaA

YYCHHIIUTE, METOJUTE Ha O0yUYeHHUE U TUITAHWPAHATA B YUMIMITHHUS Y4eOCH IIaH pa3impeHa npodecu-

OHaJIHa IIOAr0OTOBKA.

Bapuanr |

Bapuanr |1

HaumeHnoBanue Ha pa3aejJauTe U TEMHUTE

IIpenopbunTesieH
Opoii yacoBe

IIpenopbunTeseH
Opoii yacoBe

BobBenenune

3

5

1.1.

HeoOxonumocT ot MpekoBa M HMH(GOPMALMOHHA CUTYp-
HOCT. /lepHUIINU 1 OCHOBHH OCOOEHOCTHU

1.2.

Me:x1yHapoAHH ¥ peruoHaTHU UHUIMATUBH. [lomuTrku 3a
MH(GOPMAIMOHHA CUTYPHOCT

1.3.

3arutaxu 3a UHQOpManUOHHATa cUTypHOCT. Kubep-mpec-
ThIHOCT. OCHOBHHM CTaHAAPTH U OIICHKA Ha PUCKa

YCTOHYNBOCT HA MPEKHUTE

2.1.

OCHOBHM KOHLIETIIMU Ha KPUNTOrpa)CKUTE aIrOpUTMHU U
KpUIITOAHAIU3a

2.2.

Cuctemu 3a yrpaBiieHHe Ha HHOOPMAI[HOHHATA CUTYPHOCT
(ISO 270XX). YnpaBieHue Ha aKTHBHUTE

2.3.

Cur YPHOCT B TCIICKOMYHUKAITUUTE. Y CTOMYMBOCT Ha MpcC-
KUTEC

2.4.

Buptyanuu yactau mpexu (VPN's)

2.5.

VYcnyru no curypHocTra

BugoBe aTaku ¥ 3a1uTa OT TAX

3.1

KOHTpOJ'I Ha JO0CTHhIIA. 38.H_[I/IT8. Cpeiy HCOTOPU3HUPAH JOCTBII

3.2.

AyTeHTUKalMsl, OTOpU3alus, €JIEKTPOHHA MJEHTHUYHOCT.
Hudposu cepTrdukat, €1EKTPOHHU TOTUCH
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Bapuanr | Bapuanr |1
Ne HaumeHnoBanmne Ha pa3jennTe U TeMHTe
Ipenopbunrenen | [Ipenopbunteen
Opoii yacoBe Opoii yacoBe
3.3.|3amuTa cpemry 3moBpeneH copryep. CucreMu 3a OTKPH-
BaHe M 3a 3amura ot nponuksane (IDS / IPS)
3.4.|DNS — 3ammra. DDos/Botnets — 3amura
3.5.| Curypnoct Ha YEB-npunoxenusra
3.6. | TecToBe 3a MpOHUKBaHE
V. |CurypHocT B MpexaTa 6 9
4.1.|ExcruioaTaliluOHHA CUTYPHOCT. YIIpaBJI€HUE HaA YsI3BU-
MOCTHUTE
4.2.|bopasene ¢ unnuaeHTH u aokiaaasaneto uM. CERT (Len-
TPOBE 3a pearupaHe Mpyu UHIUEHTH B KOMIIOThpHATA CH-
TYPHOCT)
4.3. | Mpexoru npumamkn (Honeypots)
4.4.| ABromarusanus Ha curyprocrra u Disaster Recovery
4.5. | dusnyecka U OpraHu3alMoHHa cUurypHocT. CUTypHOCT Ha
nepconana. Curypen codryep
4.6.|Ob6nayHa CUTYPHOCT U HKOHOMHKA Ha CUTYPHOCTTA
OBII TIPENTIOPBYUTEJIEH PO YACOBE: 18 29
IV. OYAKBAHU PE3VJIITATU OT VYYEHETO - 3HAHUS, VYMEHUSA WU
KOMIIETEHTHOCTHA
B pesysrat ot 00ydeHHeTo yIeHUKBT TpsiOBa Ja MPUTEkKaBa CICIHUTE 3HAHUS, YMEHUS U KOMITE-
TEHTHOCTH:

1. 3uanus 3a:

— OCHOBHHUTC OHNPCACIICHUA U KIIIOYOBUTC XapPaKTCPUCTUKH B MPECKOBATA U I/IH(l)OpMaIII/IOHHa CH-

TYPHOCT;

— Ha-BayKHUTE MOJIMTUKH, TTOJIXO/TH, CTAHAAPTH U 3aIlJIaXy CPeILy MpekoBaTa U HHGOpMaIlMOHHA

CUTYpHOCT;

— HAQYUMHHUTC Ha 3allliTa Ha MpPEXKaTa, 3allilMTHA CTCHA, 3alllUTCH 0OMEH Ha CJIICKTPOHHU CT)O6HICHI/I$I,

3amuta Ha DNS, DDoS/Botnets 3ammra, 3amura Ha Web npuioxeHus;

— OCHOBHHMTC MCTO/IU 3a pCaIM3UPaHC HA 3allJIaXUTC U 3a 3alidTa Ha I/IH(l)OpMaHI/ISITa " Cpe€acTBara

3a pCaAIU3UPAHCTO UM.

2. YMeHnusd 3a:

Ha KOMITIOTbpPHA CUT'YPHOCT;

MMPOCKTUPAHEC, U3IPAKIAHC U U3IOJI3BAHC MCTOAUTEC U TCXHUYCCKUTC CPECACTBA 3a OCUT'YPABAHC
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3. KomnerenrHocTH 3a:
— pa3OupaHe Ha CHIIHOCTTA HA HH(POPMAIIMOHHATA CUTYPHOCT;

— pelIaBaHe Ha 3a[a4H, CBbP3aHH C 32 U300p Ha e(hEKTHUBHU CPENICTBA 32 3aIUTA HA KOMITIOTHPHH

CUCTEMU U MPECIKHU.

V. ABTOPCKHU EKUII

VYyebHaTa nporpama € pa3padoTeHa OT aBTOPCKH ekuIl, copmupan o npoekr BGOSM20P001 -
2.014-0001 ,,ITogkpena 3a ayanHara cucteMa Ha oOydenue", puHaHcupaH ot OrnepaTuBHA Iporpama
,Hayka u oOpa3oBanue 3a uHTenurenTen pacrex™ 2014 — 2020 r., ceunancupana ot EBporneiickus
Chi03 upe3 EBporelickute CTPyKTypHU U HHBECTUIIMOHHY (POHIOBE:

— uHX. MBanka fIHkoBa — 1" mo MexaHOEIEKTPOTEXHUKA U €JIEKTPOHUKA — I'p. byprac;

— wunx. MBaino Jlparaes — 111" 1o enexTpoTeXHUKA U €l1eKTpOHUKa — rp. InoBaus,;

— K. JIrobomupa Beakosa — I1I" o enekTpoTexHuKa U eNeKTpoHuKa — rp. [1moBaus.

VYuebHara nporpama € cbIi1acyBaHa ¢ BBHITHUTE €KCIIEPTH:

— TIJI. aC. I-P. UHXK. Anren HaHeB — YHI/IBepCI/ITeT 10 XPaHUTCIHN TCXHOJIOT'UH, I'P. IInoBaus,

— Peruna Y3ynosa — ,,Kaydnaan bearapus EOO/] enn Ko KT



