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PEITYBAVMKA BbATAPUA
3amecmHuk-mMuHucmbp Ha obpazobanuemo u Haykama

3ANOBE ]
Ne PJI 09-4807/29.09.2022 r.

Ha ocnoBanwme un. 131, an. 2, 1. 1 ot 3akona 3a npodecroHaIHOTO 00pa3oBaHue U 00y4YeHue, Ipu
CIa3BaHe M3MCKBaHUATA Ha Wil. 60, ain. 1 1 2 oT AIMUHUCTPAaTUBHONPOLIECYATHUSI KOJIEKC, BbB BPb3Ka

C OCHTYpsIBaHETO Ha OOydeHHeTO Mo ydeOen mpeamer u 3amoBex Ne PJ[ 09-3893/15.08.2022 r. Ha

MHUHHUCTDHPA HA O6pa30BaHI/IeTO " HayKaTa

YTBBPKIAABAM

yueOHa nporpama 3a cnenudpuydna npodecruoHanrHa MoArOTOBKA MO yYeOHUs MpeaMeT MpeKoBa U
UH(pOpPMAIIMOHHA CHTYPHOCT — TeopHus, 3a TpodecHOHATHO HampaBlIeHHEe KoOJ 523
»EJIEKTPOHHKA, aBTOMATHKA, KOMYHHKAIIMOHHA M KOMNIOTHPHA TeXHMKa*, mpodecus KoI
523050 ,, TexHMk Ha KOMNIOTBPHH cucTeMH®, crnenuanHoct kox 5230502 ,,KoMnoTbpHHU

MPEKRU* CBIIIACHO NPUII0KEHUETO.
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I. ObLIO NPEACTABSAHE HA YYEBHATA INIPOI'PAMA

Y4eOHaTa mporpama 1o y4eOHus IpeIMeT Mpe:KoBa M HH(POPMAIMOHHA CUTYPHOCT — TEOPHUS,
€ IpeHa3Ha4YeHa 3a creuarHocT koa 5230502 ., KommroTbpHu Mpexu ™ oT mpodecust koa 523050 ,, Tex-
HUK Ha KOMITFOTBPHH CUCTEMHU " OT TPOECUOHAIHO HampaBiieHne Ko 523 , EnexkTpoHrnKa, aBTOMAaTHKA,
KOMYHHKAI[MOHHA U KOMITIOTbPHA TEXHUKA™.

ChappxkaHueTo Ha yaeOHaTa mporpama JaBa Bb3MOKHOCT 00y4aeMHUTe Jja OydaT 3HAHUS 32 3aIl-
JAXWUTE 3a CUTYPHOCTTA Ha HHQOpMaIusITa B HHOOPMAIIMOHHUTE CUCTEMH, METOANTE M CPEIICTBATA 32
HECaHKIMOHHUPAH JOCTHII 1O MH(POpMaLKs, KaKTO ¥ OCHOBHUTE IMPHUHILIUIIK U METOAM, U3MOI3BAaHU 32
3anuraTa u.

OO0yueHueTo 1Mo yuyeOHus MpeIMeT MPeKOBa U HH(POPMALMOHHA CUTYPHOCT — TEOPHs, CE U3-
BBpIIIBA B MEXKIYIPEIMETHA Bpb3Ka ¢ M3ydaBaHHs B 0011000pa3oBaTesiHa MOATOTOBKA MPEIMET: WH-
(hopMallMOHHH TEXHOJIOTHH U BbB B3aUMOBPbB3Ka C U3y4aBaHUTE M0 crienuduyHa npodecuoHamta noj-
TOTOBKa IMPEIMETH: MPEKOBU MPOTOKOIU U TEXHOJIOTUU U KOMIIOTHPHHU apXUTEKTYPH U mnepudepHu
YCTPOWCTBA, 0€3)KUYHU U ONTUYHH MPEKOBU TEXHOJIOTHU.

[TpodecrnonaHUTE KOMIETEHTHOCTH 110 yUEOHMS MpeaMeT ce (GopMHpaT upe3 yCBOSIBAHETO Ha
3HAHUS U YMEHUS, CBBP3aHH C YCTOMYUBOCTTA U CUTYPHOCTTA HA MPEKUTE, KAKTO U BUIOBETE aTaKu U

3aluTa OT TiX.

II. HEJUA HA OBYYEHHUETO I1O YYEBHUS NIPEIMET

OOyueHunero no y4eOHUs MpeIMET MPeKOBa M HH(POPMAILIMOHHA CUTYPHOCT — TeOpHs, UMa 32
11eJ1 Ja 3a1103Hae YYEHUIUTE C OCHOBHUTE MOHSATHS, CTAHAAPTH U TEXHUKHU B 00J1aCTTa Ha MpeXKoBaTa u
nH(popMaloHHa cUrypHocT. ToBa 1ie UM Mo3BoJiM B Objele MPOPECHOHANIHO Ja pelliaBar 3aj]aqH,
CBBp3aHU C U300p Ha €PEKTUBHU CPE/ICTBA 3a 3alUTa HA KOMIIIOTbPHU CUCTEMU U MPEXH U I11€ MOTaT
Jla TY TIpUjIarat Ha MpakTUKA.

3a mocTUraHe Ha OCHOBHATa 111 Ha 00Y4YEHUETO 10 IMpeAMEeTa € He0OX0IUMO YUSHUIUTE J1a yC-

BOST 3HAHHA 3a:

CBIIIHOCTTA HAa MUH(OPMAITMOHHATA CUTYpPHOCT;

— TMPOEKTUPAHE, U3TPAXKIAHE U U3IOJI3BAHE HA METOAUTE U TEXHUYECKUTE CPENICTBA 3a OCUTYPSI-
BaHE Ha KOMITFOTbPHA CUT'YPHOCT;

— OCHOBHHTE YSI3BUMOCTH U 3aIUIaxH 3a HHGopMaluaTa B UHOOPMAIIHOHHUTE CUCTEMU;

— OCHOBHHUTE METOJM U CPEACTBA 3a IOCTHI 10 MHGOpMAaIIUATa B MPEKaTa,

— OCHOBHUTE NPUHIIMIHN HA HHPOPMAIIMOHHATa O€30MacHOCT;

— OCHOBHHUTC MCTOJIU U CPCACTBA 34 3alllUTa Ha I/IH(bOpMaI_[I/IHTa;
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— 3allluTa Ha MpECKara, 3allliTHa CTCHA, 3alllUTCH o0OMeH Ha CJICKTPOHHU CLOGH.[GHI/ISI, 3alyTa Ha

DNS, DDoS/Botnets 3amura, 3ammura Ha Web nmpuioxeHusl.

YYEBHO CBABPKAHUE

1. Paznipenesienne Ha y4eOHOTO Bpeme

OO6mmusAT Opoit yacoBe Mo yueOHHs ITpeIMET MpeKoBa  MHGOPMALIMOHHA CUTYPHOCT — TeopHus,

€ ONpCACIICH B TUIIOBUTC yq€6HI/I IJIAaHOBEC 3a CbOTBCTHATa CIICLHIMAJIHOCT B CHGLII/I(bI/I‘IHaTa HpO(l)GCI/IO-

HaJIHa IOArOTOBKa.

Bapuantu Bapuanr I

Bapuant I1

Bpoii yacoBe Mo THUIOB y4yeOeH MJIaH 18

29

2. Pa3nenn, TeMd M penopbyUTe/IeH Opoii yacoBe

Y4eOHOTO ChIBbpKAHUE € CTPYKTYPUPAHO B YeTHPHU pa3aesia. 3a BCEKH pa3/iell ca 3alicaHHu mpe-

OpbUUTENIeH Opoil yueOHH 4acoBe W TeMHU. Y4eOHUTE YacoBE C€ Pa3MpenessaT MO pa3/ieid U TEMHU B

Ha4yaJIOTO Ha BCAKa yqe6Ha roavHa OT YYUTCIIA B 3aBUCHUMOCT OT Bb3MOKHOCTUTC U HHTCPECUTEC HA YUC-

HUIUTE, METOANTE HAa OOYYCHHE U IJIaHMpaHATa B YYWIHIIHUSA y49eOCH IUIaH pa3mimpeHa npodecro-

HaJIHa MOAroTOBKaA.

Ne

HaumeHnoBaHue HA pa3aeauTe 1 TEMUTE

IIpenopbunTeseH Opoii 4acose

Bapuanrt I Bapmuanr I1

3 4

BbBenenne

3 5

1.1.

Heo6xomumocT oT MpexxkoBa 1 nHGOpMAIIMOHHA CUTYpHOCT. [le-
(UHUIIUN 1 OCHOBHHU OCOOCHOCTH

1.2.

MexayHapo/IHU W PeTMOHANIHU WHUIMATUBH. [lonuTuku 3a uH-
(hopMalMOHHA CUTYPHOCT

1.3.

3amnaxu 3a vHGopMamoHHaTa curypHoct. Kubep-npectbnHoct.
OCHOBHM CTaHAApPTH U OLIEHKA Ha pUCKa

YcToi4nBOCT HA MPEKHUTE

2.1.

OcHoBHUI KOHICIIIIMKY Ha KpI/IHTOFpa(I)CKI/ITC AJITOPUTMHU U KPUII-
TOaHaJIM3a

2.2.

Cucremu 3a ympaBieHHE Ha HHPOPMAIMOHHATA CHUTYPHOCT
(1ISO 270XX). YrpaBieHue Ha aKTHBHUTE

2.3.

CI/IprHOCT B TCJICKOMYHUKAIIUUTC. YCcTOMYHBOCT Ha MPCKUTC

2.4.

Buptyanuu yactau mpexu (VPN's)

2.5.

Ycenayru o curypHocTra

BujgoBe aTaku M 3a1UTA OT TAX

3.1

KOHTpOJ'I Ha JO0CTHhIIA. 3au11/1Ta Cpeiy HCOTOPU3HUPAH JOCTBII
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HanmMeHnoBanue Ha pa3aeauTe 1 TEeMUTE

IIpenopbunTesieH Opoii yacoBe

Bapuant I

Bapuant I1

2

3

4

.| AyTeHTHKaIusi, OTOpU3alUs, €JIEKTPOHHA WAeHTUYHOCT. Llud-

POBH cepTH(PUKATH, CIEKTPOHHHU TIOIITUCU

3.3.

3amura cpenty 3noBpeneH codryep. CucreMu 3a OTKpHBaHE U 32
3amuta oT nponukBane (IDS/IPS)

3.4.

DNS — 3amura. DDos/Botnets — 3amura

3.5.

CurypHoct Ha YEbB nipunoxxenusra

3.6.

TecToBe 3a MPOHUKBAaHE

CurypHocT B Mpe:xaTa

4.1.

Excnnoaranuonna CUTYPHOCT. praBHCHI/Ie Ha yA3BUMOCTUTC

4.2.

bopasene ¢ unnmaentu u noknanasanero uMm. CERT (Llentpose 3a
pearvpase Mpu UHIUIECHTH B KOMIIIOTbPHATA CUTYPHOCT)

4.3.

Mpesxosu npumamku (Honeypots)

4.4,

ABromarusanus Ha curypHoctTa 1 Disaster Recovery

4.5.

dusnuecka 1 opraHu3anoHHa curypHoct. CUrypHOCT Ha epco-
Hana. Curypen codryep

4.6.

O6sayHa CUTYpPHOCT M MKOHOMHUKA Ha CUTYpHOCTTa

OBIIl PO YACOBE:

18

29

V.

OYAKBAHM PE3YJITATH OT VYYEHETO -
KOMIIETEHTHOCTHA

3HAHUSI, YMEHUA WU

B pe3yiTar oT O6y‘ICHI/ICTO YUCHUKDBT TpH6Ba Ja MpUTEeI)KaBa CICAHUTC 3HAaHUA, YMCHUSA U KOMIIC-

TEHTHOCTH.

1. 3uanusd 3a:

— OCHOBHHUTC OHNPCACIICHUA U KIIFOYOBUTC XaAPAKTCPUCTUKU B MPCKOBATA U I/IH(i)OpMaI_[I/IOHHa CH-

TYPHOCT;

— Hal-Ba)XHUTE MMOJIMTHUKHU, ITOAXO0AU, CTAHAAPTHU U 3allJIaXU CPCULYy MPEKOBATA U I/IH(I)OpMaLII/IOHHa

CUTYpHOCT;

— HAQYUMHHUTC Ha 3alllMTa Ha MPCiKaTa, 3allilMTHA CTCHA, 3allIUTCH 0oOMeH Ha CJICKTPOHHU C’bO6H_[CHI/I$I,

3anta Ha DNS, DDoS/Botnets 3amura, 3amuta Ha Web npuioxKeHus;

— OCHOBHHUTC MCTO/JIU 3a pCAJIM3UPAHC HA 3aIJIAXUTC U 34 3alllUTa Ha I/IH(I)OpMaL[I/IHTa H CpcacTBaTa

3a PCAIIM3UPAHCTO UM.

2. YMeHu1 3a MPOCKTUPAHEC, U3IrPAKIAHC 1 U3TIOJI3BAHC HAa MCTOAUTC U TCXHUYCCKUTE CPCACTBA

3a OCUTypsIBaHE Ha KOMIIOThPHA CUTYPHOCT.
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3. KomnerenrHocTH 3a:
— pa3OupaHe Ha CHIIHOCTTA HA HH(POPMAIIMOHHATA CUTYPHOCT;

— pelIaBaHe Ha 3a[aud, CBbP3aHH C 32 U300p Ha e()EKTHBHU CPEJICTBA 32 3aIUTA HA KOMITIOTHPHH

CUCTEMH U MPEIKHU.

ABTOPCKHU EKHII?
1. unx. VBanka SlukoBa — IIpodecnonanHa ruMHa3usl MO MEXaHOEIEKTPOTEXHUKA U €NEKTPO-
HUKa, rp. byprac

1. umx. UBaitno [lparneB — IlpodecnonanHa rumHa3usi 1Mo €NEKTPOTEXHHKA M EJIEKTPOHHKA
(IITEE), rp. [InoBnus
3. unx. Jlrobomupa Beikora — [II'EE, rp. [TnoBaus

VYuebHara nporpama € CbIi1acyBaHa ¢ BBHITHUTE €KCIIEPTH:
1. . ac. a-p unx. Anren JlaneB — YHUBEPCUTET 110 XPAHUTEIHHU TEXHOJIOTUH, Ip. [1noBaus,;

2. Peruna Y3ynona — ,,Kaydmnaun bearapus EOO/] enn Ko KJI.

VYuebHara nporpama € pazpaboTeHa OT aBTOPCKH ekuI, cdopmupaH no mpoext BGOSM20OP001-2.014-0001
,,JloJKpena 3a ryanHara cucrema Ha oOyueHne", ¢uHaHcupad or OneparTiBHa nporpamMa ,,Hayka u oOpa3zoBaHue
3a uHTEenIurenTeH pacrex 2014 — 2020 r., cepunancupana or EBponelickus cbio3 upe3 EBponerickure cTpyk-
TYPHH M UHBECTUIIMOHHH (DOHJIOBE.
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